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Abstract 
Social networking sites are gaining an immense popularity in the lives of young people 
all over the world. With the advent of smart phones and tablets it has become easier to 
access online platforms. Whilst social networking sites enrich the quantity and quality of 
communication between people across the world, they also have the potential for harm. 
On the one hand these sites serve as a renowned platform by allowing people to interact 
and express their feelings, on the other these can be a catalyst and trigger for violence 
among people especially youth. This paper tries to examine young people’s attitude and 
behaviour over social networking sites and attempts to highlight the ways in which social 
networking sites act as a vector for youth violence based on secondary data.  
 

Keywords 
Cyber-crime, social networking sites, violence, youth, cyber-bullying 
 
1.1. Introduction 
The advent of social networking sites (SNS) has created a communication 
boom in the cyber age. It has revolutionized the way people interact. 
People communicate and access information easily and rapidly. Social 
networking sites (SNS) as a phenomenon over the past ten years has 
grown from a niche to a mass online activity. The participation is huge 
particularly among the youth and adults alike. Youngsters of the 21st 
century cannot live without the internet and social media sites - for 
example, Facebook, Twitter. More than ninety percent youths use the 
internet daily, and approximately seventy percent have active accounts 
on one of the social media sites (Subrahmanyam et al. 2009). According to 
the Pew Research Centre survey of U.S. conducted during 3-10 January 
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2018, it was found that 88 percent of 18- 29-year-old used any form of 
social networking site. 
Violence as defined by World Report on Violence and Health (WRVH) is 
‘the intentional use of physical force or power, threatened or actual, 
against oneself, another person, or against a group or community, that 
either results in or has a high likelihood of resulting in injury, death, 
psychological harm, mal-development, or deprivation.’ One of the most 
significant forms of violence in society is Youth Violence. Around the 
globe, daily newspapers and the electronic media report day by day on 
violence by groups, in schools or by youngsters in the city. Though 
violence is not a new phenomenon on the face of this earth, we are 
confronted with the new form of violence which does exist in neither the 
streets nor the societies (Tripathi, 2017). This new platform is the social 
media networking. When violence is committed over virtual space of 
social networking sites, it is known as social networking violence. Social 
Networking Sites Violence can be defined as ‘any badgering or 
tormenting (prodding, telling untruths, ridiculing somebody, making 
inconsiderate or mean remarks, spreading rumors, or making debilitating 
or forceful remarks) action on a social networking site. As for the most 
common types of youth violence in social media, cyber 
bullying/victimization, harassment, electronic dating aggression/cyber-
stalking, gang violence, peer-to-peer violence including school shootings 
and cyber-suicide can be mentioned (Mengu et al 2015).  Recently, new 
national phenomenon called internet banging, has been reported by 
media outlets, in which individuals involved in gangs or neighborhood 
factions use social media sites such as Twitter, Facebook and YouTube to 
incite dares, trade insults or make threats of violence which may result in 
homicide or victimization. These examples clearly indicate the extremities 
of the Internet abuses (Mengu et al 2015). 
Today’s youth walks on the streets but travels in the virtual world 
through his mobile phones, tablets, and other electronic gizmos. This way 
he plays his second identity in the space of social media. Physical absence 
at social media platforms is replaced by mental exposure and more 
deeply connected with our emotions (Chaudhary 2016). 
Social networking sites obviously, are not all bad. It can help promote 
democracy through contact with different opinions, help education 
through the spread of information, and also defy the dominant discourse 
by proposing and legitimating different ideas (Recuero, 2015). But the 
injudicious use of social networking apps affects youth behaviour. Mostly 
people use different social networking apps and these apps promote 
black mailing, abusive language and unethical videos and online 
harassment. This phenomenon has broadened the opportunity to engage 
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in deviant and abusive behaviours and has dramatically increased the 
access of potential offenders to a more expansive pool of victims (Pew 
Research Center, 2018). 
 
1.2. Literature Review 
Habiba, U. et.al (2018) carried out a study entitled Social Networking Sites 
and Deviance among Youth in Islamabad, Pakistan to explore the role of 
social networking sites in promoting deviance among youngsters’ life. 
This was across sectional research that was being done on a sample size 
of 323 youngsters from International Islamic University Islamabad, 
Pakistan. On the basis of findings, it was revealed that majority of the 
respondents (98.3 percent) used social networking sites and 56.6 percent 
respondents acclaimed that social networking sites are the source of 
online harassment which effect women dignity. 68.9 percent youngsters 
said that social networking apps promote deviance among youth and 72.3 
percent revealed that abusive language is promoted by social networking 
apps. The study concluded that social networking sites have both positive 
and negative influence on youth. On the one hand, it served as a platform 
to share their thoughts and feelings, on the other it facilitated deviance 
among youth such as pornography, black mailing, and online 
harassment. 
Tripathi, V. (2017) in his study entitled Youth Violence and Social Media 
argued that today’s youth have become very involved in Internet and 
social media. They use social networking sites for numerous purposes. 
The youth is well aware of the usage and benefits of modern technology 
but weak in comprehending the results of their behaviour at these social 
media platforms. Given the large and uncontrolled arena of social media, 
it has become dangerous. It was revealed that cyber-bullying has become 
a very negative part of the social media life of these youngsters and 
multiple social media platforms are becoming a medium for youth 
violence. The study concluded that youngsters, who have been victimised 
earlier, are also actively participating in the social media violence.  
Irwin-Rogers, K. & Pinkney, C. (2017) in their study Social Media as a 
Catalyst and Trigger for Youth Violence focused on analyzing how social 
media is linked to violence. The study further tried to examine how 
violence is shared and glamorized across social media platforms and how 
it can lead to violence in the real world. This study has also highlighted 
the ways in which social media is acting as a catalyst and trigger for 
serious incidents of violence between young people in real life, it has 
further provided a springboard for action and collaborative exchanges 
between a full range of stakeholders as we move forward. A number of 
measures aimed at preventing young people harming, and being harmed 
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by, other young people as a result of activity on social media have also 
been identified. The study argued that the advent of social networking 
sites has revolutionised the way people use technology to communicate 
and share their lives, and while this presents a unique opportunity for 
innovation and positive transformation, it does not come without risks.  
When the young people, especially those who are involved in or exposed 
to youth violence are left unprotected in a world we don’t fully 
understand, they are increasingly vulnerable. 
Johnson, D.L. et al. (2016) in their study entitled Cyberbullying on Social 
Media Among College Students concluded that cyberbullying on social 
media among undergraduate college students is a problem that needs 
immediate attention. These occurrences can cause a student to lose 
perspective of who they are and can lead to suicide, violence, and school 
dropout. College and university officials should address this issue 
because of the increase in technology use and instances of cyberbullying. 
There should be prevention strategies in place that address this problem. 
Mengü, M. & Mengü, S. (2015) conducted a study on Violence and Social 
Mediato assess the media coverage regarding the news in which social 
media and violence coincide. For this objective, the news in three Turkish 
newspapers, namely, Zaman, Posta and Hürriyet were being examined 
with content analysis method for a three-month period, between 
November 1st and February 28th, 2014. The authors concluded that social 
media that is supposed to contribute to the maintenance of societies 
where democracy and multiplicity prevail could be an effective means for 
structuring, directing and internalizing the given ideology. Nevertheless, 
unconscious or uncontrolled use of the power of social media may lead to 
the spread of hate speech, infringement of personal rights, psychological 
attacks, symbolic violence, broadcasting private visions without the 
consent of the interested parties, deceiving people with fake accounts, 
spreading negative discourses intending to abuse, in addition to 
mobbing, harassment and insult along with the circulation of malevolent 
views and information on the Internet. 
Hétul, D. D. & Morselli, C. (2011) carried out a study on Gang Presence in 
Social Network Sites to examine the presence of gangs in the social 
networking sites, especially in Canada and also in other countries. The 
study argued that since the inception of the new millennium, social 
networking sites have gained widespread popularity all over the world. 
These sites have provided a platform for people to share their feelings, 
get new and connect with old friends. Unfortunately, the same sites have 
been misused by criminal groups for colliding with similar groups and 
also recruit new individuals to this group. The findings of the study 
revealed that the presence of organized crime in social networking sites 
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has increased sharply over the last year and that their footprint on 
Facebook and Twitter is larger. Finally, the study also discusses 
recommendation that social networks be monitored on a regular basis in 
order to effectively keeps up with criminal organizations online. 
 
1.3. Methodology 
The study was carried out using secondary data sources. A literature 
review was conducted in various online databases and search tools like 
Google Scholar, Bing, Jstor, online. However, few articles were also 
collected offline from current and back volumes of journals. 
 
1.4. Concept of Social Networking Sites 
Social network sites are web-based services that allow individuals to (1) 
construct a public or semi-public profile within a bounded system, (2) 
articulate a list of other users with whom they share a connection, and (3) 
view and traverse their list of connections and those made by others 
within the system. The nature and nomenclature of these connections 
may vary from site to site (Boyd & Ellison, 2007). Singh and Gill define 
social networking site (SNS) as a web-based service that allows 
individuals to become part of a specific group and establish profiles 
within a closed system, manage connections with other users and share 
activities, ideas, interests and events (Singh & Gill, 2011).  Won Kim has 
defined the social websites as those Websites that make it possible for 
people to form online communities, and share user-created contents 
(UCCs). The people may be the users of the open Internet or maybe 
restricted to those who belong to a particular organization (e.g., 
corporation, university, professional society, etc.).The community may be 
a network of offline friends (whose friendship is extended to online), 
online acquaintances, or one or more interest groups (based on school 
attended, hobby, interest, cause, profession, ethnicity, gender, age group, 
etc.). The UCC maybe photos, videos, bookmarks of web pages, user 
profiles, user’s activity updates, text (blog, micro blog, and comments), 
etc. The sharing of the UCC includes, at the minimum, the posting, 
viewing, and commenting of the UCC, and may also include voting on, 
saving, and retransmitting of the UCC. Roughly, He regards social web 
sites as a union of social networking sites and social media sites (Rohani 
& Hock, 2010). It offers a platform to share opinions, photos, music and 
videos on particular subject or just online hangout (Khurana, 2015; 
Murray & Waller, 2007). What makes social network sites unique is not 
that they allow individuals to meet strangers, but rather that they enable 
users to articulate and make visible their social networks. This can result 
in connections between individuals that would not otherwise be made, 
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but that is often not the goal, and these meetings are frequently between 
‘‘latent ties’’ (Haythornthwaite, 2005) who share some offline connection 
(Boyd & Ellison, 2007). 
Social networking services offer friends a space where they can maintain 
their relationships, chat with each other and share information. Moreover, 
they offer the opportunity to build new relationships through existing 
friends. On the first use of the system, users are required to submit a 
profile containing personal information such as their name, date of birth, 
and a photo. The personal information is made available to other users of 
the system, and is used to identify friends on the network and to add 
them to a list of contacts. In most systems, users cannot only view their 
friends but also second degree friends (friends of their friends). Some 
networks follow an ‘invitation only’ approach. Hence, every person in the 
system is automatically connected to at least one other person (Rohani & 
Hock, 2010). The individual joining an SNS, is asked to fill out forms 
containing a series of questions with which the profile is generated. 
Typically, a profile includes descriptors such as age, location, interests, an 
‘about me’ section, and an uploading photo (Liu & Ying, 2010). 
The journey of social networking started with Six.Degrees.com in 1997, 
followed by others such as LiveJournal, Friendster, LinkedIn, MySpace, 
Flickr, YouTube, and Facebook. Now, there are special categories of SNSs 
dealing with different fields of life like business (LinkedIn), education 
(Classmates), research (ResearchGate), writers (MyCreativeCommunity), 
books (Shelfari), travel (TravBuddy), religious (MyChurch) and many 
more. Even there are content specific SNS also like Flickr (photo sharing), 
Twitter (text sharing), Last.FM (music listening habits) and YouTube 
(video sharing). People, now use social networking sites to connect with 
others in many ways, including dating, meeting others with common 
interests and sharing information (Hussain, Loan & Yaseen, 2017).   
Social networking sites such as Facebook, You Tube, etc are rapidly 
earning fame. These networks have offered many services, and one of the 
most important of these services is blogs, where members can participate 
in these locations to contribute their idea and discuss with other 
members. These sites and social forums are means of communication 
directly with others socially and in the media. They are playing a big and 
influential role decision making at the events of the global world 
economically, politically, socially and educationally (Zaidieh, 2012). 
 

1.5. Concept of Youth Violence 
Violence as a universal phenomenon has always been a part of the human 
experience. Its impact is found in various forms, in all parts of the world. 
Violence is defined as ‘a way of action … based on the power physically 
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and materially to hurt other creatures or to be harmed’, the meaning of 
violence can be extended to ‘the exertion of physical force so as to injure 
or abuse’ or ‘injury by … distortion, infringement, or profanation’. 
Violence refers to killing, doing intentional harm, destroying, robbing, 
expelling as the five basic forms. Standing out especially, killing appears 
as the extreme limit of violence. Overall, violence refers to both the use of 
physical force intended to bring about destruction, injury or harm and 
also the exhibition of unjustified, wrongful and illicit actions meant to 
daunt and dismay (Mengü &Mengü, 2015). It is pertinent to mention that 
aggression and violence are not the same thing. In contrast to aggression, 
usually defined as any behaviour intended to harm another person who 
does not want to be harmed, violence is usually defined as aggression 
with the goal of extreme physical harm, such as injury or death (Bushman 
& Huesmann, 2010). For example, one youth spreading rumors about a 
peer is an act of aggression but is not an act of violence. One youth 
hitting, kicking, shooting, or stabbing a peer is an act of violence. Thus, all 
violent acts are aggressive, but not all aggressive acts are violent—only 
those designed to cause extreme physical harm are violent (Bushman et 
al., 2016). 
Youth Violence includes violent acts committed by young people who are 
not viewed as fully mature. Youth is best understood as a period of 
transition from the dependence of childhood to adulthood’s 
independence. The United Nations have defined ‘Youth’ as those persons 
between the ages of 15 and 24 years, without prejudice to other 
definitions by Member States.  The Secretary-General first referred to the 
current definition of youth in 1981 in his report to the General Assembly 
on International Youth Year and endorsed it in ensuing reports. 
However, in both the reports, the Secretary-General also recognised that, 
apart from the statistical definition, the meaning of the term ‘Youth’ 
varies in different societies around the world. The terms Youth and 
Young people are interchangeable words. One of the most perceptible 
forms of violence in society is Youth violence. Incidents of violence by 
young gangs, in schools or and the streets are being reported daily by 
print and broadcast media. The main victims and perpetrators of such 
violence, almost everywhere, are themselves adolescents and young 
adults.  Youth violence can inflict a deep harm not only on its victims, but 
also their families, friends and communities. It not only results in death, 
illness and disability, but also affects the quality of life. Youth violence 
erodes the foundation of fabric of society and disrupt several essential 
services.   
There are many factors for youth violence. Some of the main risk factors 
for youth violence as identified by WHO have been highlighted as under: 
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Individual factors 
The personality and behavioural factors linked with youth violence are: 
hyperactivity, impulsiveness, poor behavioural control attention 
problems and history of early aggressive behaviour low educational 
achievement. 
 
Influences by family and peers 
The home environment is key to the development of violent behaviour in 
young people. Some of the key family factors associated with adolescent 
violence are:  

 poor supervision of children by parents and harsh physical 
punishment to discipline children  

 parental conflict in early childhood 

 a low level of attachment between parents and children  

 a mother who had her first child at an early age  

 experiencing parental separation or divorce at a young age  

 a low level of family cohesion and low socioeconomic status of the 
family. 

Associating with delinquent peers has also been linked to violence in 
young people. 
Social, political and cultural factors  

 Gangs and a local supply of guns and drugs are a potent mixture, 
increasing the likelihood of youth violence.  

 Low levels of social cohesion within a community have been 
linked to higher rates of youth violence. 

 The quality of a country’s governance – its laws and the extent to 
which they are enforced, as well as policies for social protection – 
has an important effect on violence.  

 Factors such as income inequality, rapid demographic changes in 
the youth population, and urbanization have all been positively 
linked with youth violence.  

 Cultures that do not provide non-violent alternatives for resolving 
conflicts appear to have higher rates of youth violence 

 
1.6. Social Networking Sites: A Medium of Youth Violence 
Social networking sites have intertwined itself into almost every facet of 
our lives. We use these for disseminating information, for staying 
connected and for expressing our emotions and thoughts. It has a 
significant impact on the behaviour and minds of people who use it. 
Among its users young people’s use of social networking sites is rapidly 
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evolving. It significantly influences the way young people think and 
behave. Recent surveys indicate that around 96% of 13–18-year-olds use 
social media platforms and nearly a quarter of teenagers aged 13–17 are 
‘almost constantly’ checking their social media accounts (Rogers 
&Pinkney, 2017). These sites serve numerous useful purposes to them. 
However, the negative impact of these sites cannot be kept far aside. 
Several concerns have emerged that these sites tend to increase the 
participation of youth in violence and has a massive impact on their 
behaviour. Social networking sites are also used to coordinate illegal 
activities and to threaten enemies (Kelley, 2009). Daily news of cyber 
bullying, criminal activity, gang violence and suicides on social media 
and through it are being reported and social networking platforms add 
fuel to these troubling incidents.  Social networking sites like Facebook, 
Instagram, Twitter, You Tube tend to encourage youth into indulging 
criminal activities. Recent violent crimes by the youth in the U.S. have 
shown the extent of the impact of social networks on their behaviour. In 
September 2014, a Pennsylvania teen was jailed for two years after he 
posted pictures of himself having oral sex with a statue of Jesus on social 
media. The images went viral and faced a backlash among communities, 
New York Daily News had reported at that time (Ghosh, 2017). A news 
report by Swamy published in Indian Express newspaper on 26th August 
2015 stated that ISIS is targeting Indian youths through social media 
platforms. Such dangerous terrorist organizations create groups over 
different social media platforms and lure innocent youngsters to join 
them (Tripathi, 2017). 
Over the past 10 years, prominent researchers in the fields of the 
humanities and the social sciences, such as technology, education, 
political science, psychology and sociology, have been investigating the 
dynamics of digital social networks and, to a larger extent, the digital 
universe (games, videos, blogs, forums). Several scholars have been 
specifically examining the link between the social media and the growing 
role of personal, political, ethnic, religious, and violent radicalization of 
youth in sectarian or political groups (Alava, Frau-Meigs &Hassan, 2017). 
Similarly, researches have been conducted to investigate how social 
networking sites act as a catalyst and trigger for violence. Few studies 
have been highlighted to show that social networking sites act as a vector 
for youth violence. A study conducted by Habiba, Farid & Saud entitled 
Social Networking Sites and Deviance among Youth in Islamabad, Pakistan 
revealed that the use of social networking apps effect youth behaviour. 
People use different social networking apps and these apps promote 
black mailing, abusive language and unethical videos and online 
harassment. This phenomenon has broadened the opportunity to engage 
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in deviant and abusive behaviours and has dramatically increased the 
access of potential offenders to a more expansive pool of victims (Pew 
Research Center, 2018).Tripathi in his study entitled Youth Violence and 
Social Media conducted by revealed that youths identify the social media 
platform as the online areas where cyberbullying is most prevalent. The 
study further revealed that youth witnessed violence over social media 
platform in various forms. This harassment included bullying, calling 
names, sharing private information, threatening, sending violent text, 
images, and videos. More is the ‘distance’ between two online users, the 
more it becomes easier to bullying online. It allows for youths to be 
bolder and more aggressive without the fear of immediate consequences. 
Moreover, online interaction is devoid of fear of facing immediate 
reaction for the people engaging in bullying or violent behaviour. 
Therefore, youths keep bullying others without any constraints (Tripathi, 
2017). Rogers and Pikney (2017) in their report commented that the 
advent of social networking sites has irreversibly changed the way people 
use technology to communicate and share their lives, and while this 
presents a unique opportunity for innovation and positive 
transformation, it does not come without risks. They revealed that social 
media provides young people with unprecedented opportunities to 
disrespect one another. Before the advent of social media, disrespect 
could be communicated either face-to-face or vicariously. Now, however, 
it can be communicated instantaneously at any time or place, in forms 
that are far more provocative. These potentially large audiences serve as 
an incentive for young people to engage in behaviour that that will 
increase their respect amongst peers, as well as subjecting others to 
significant social pressures to respond to incidents of online disrespect 
that threaten to undermine their perceived status and reputation (Rogers 
& Pikney, 2017).These studies reveal that social networking sites such as 
Facebook, You Tube, Instagram, Twitter, etc. act as a huge medium for 
youth violence. However, much more research needs to be conducted in 
this area. In relation to youth violence studies need to be conducted on 
how social networking sites are predictive of subsequent development 
changes in terms of youth violence and aggression.  
 
1.7. Types of Youth Violence via Social Networking Sites 
There are many types of youth violence via social networking sites. Some 
of the most important have been mentioned as under: 
Cyber-bullying: In recent years, we have seen many wonders that can be 
accomplished through ICT. Young people have especially benefitted from 
these advances, accruing many advantages from the internet and mobile 
phones—such as access to educational information, resources and 
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collaborative learning networks, the development and maintenance of 
relationships and friendships with their peers, an outlet for creativity, 
civic activity, and self-discovery, to name only a few. However, there 
have also been risks and dangers that have accompanied the expansion of 
the ‘virtual’ world. Cyberbullying is one of the online risks youth face, 
and the one they are most likely to encounter and more often from 
someone they know than from a stranger (Cassidy, Faucher & Jackson, 
2013). 
Hence the first and foremost type of social networking involved youth 
violence is Cyber-bullying. The word ‘bully’ can be traced back as far as 
the 1530s. (Harper, 2008).  In its most basic sense bullying involves two 
people, a bully or intimidator and a victim. The bully abuses the victim 
through physical, verbal, or other means in order to gain a sense of 
superiority and power. These actions may be direct (i.e. hitting, verbally 
assaulting face-to-face, etc.) or indirect (i.e. rumors, gossip, etc.) 
(Donegan, 2012). Cyber bullying also known as electronic bullying and 
internet bullying is defined as a form of bullying that involves the use of 
online or computer-mediated communication such as Facebook, Twitter, 
instant messaging or text messaging. The National Crime Prevention 
Council’s definition of cyber-bullying is ‘when the Internet, cell phones or 
other devices are used to send or post text or images intended to hurt or 
embarrass another person’ (V, Sharma et.al, 2010).Examples of cyber-
bullying include sending insulting or threatening messages, spreading 
rumors, disclosing personal information, displaying embarrassing 
pictures, or excluding others during online communications (Perren et al., 
2012).  
Although there appears to be a significant conceptual overlap between 
face-to-face bullying and cyber-bullying, cyber-bullying differs from 
traditional bullying in that humiliating text or visual materials sent to 
social media can be permanent and available to the public. Moreover, 
whereas face-to-face bullying is generally characterized by physical 
dominance, a physical advantage is not necessary in cyber-bullying; 
perpetrators can instead dominate a victim through knowledge of social 
media usage, anonymity, and the victim’s limited possibilities of defense 
and few options of escape (Patton, D.U. et al., 2016).Much of the research 
has been done to investigate the impact of cyber-bullying on youth 
outcomes and well-being. A study by Johnson et al. (2016) revealed that 
the overall majority of participants have negative views about 
cyberbullying. According to a study by the American Pew Research 
Center, in partnership with the American Life Project, they found that 
nine in ten teens have witnessed cruel bullying behaviour on social 
networking sites. 
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Sexting: Another type of social networking involved youth violence is 
sexting. Sexting is defined as ‘interpersonal exchange of self-produced 
sexualized texts and above all images (photos, videos) via cell phone or 
the internet’. Hudson (2011) defined sexting as a type of sexual 
communication that can be categorized into consensual sexting (marked 
by mutual respect, consent and absence of pressure, without harmful 
intentions, but can cause harm in cases of accidental sharing), sext-
bullying (sharing private explicit material without permission with 
harmful intentions), illegal sexting (child pornography acquired through 
criminal adult–child communication), and at-risk sexting (results in 
various negative consequences, like job loss or divorce, but cannot be 
classified as sext-bullying or illegal sexting)(Kričkić et al., 2017). 
Sexting is becoming a more common practice among youth on social 
networking sites. One of the first published studies on youth sexting was 
conductedin2009beforethecurrentprolificuseofsmartphones among youth.  
Among youth aged 12to17years,resultsindicated that 4 percent reported 
sending and 15 percent reported receiving nude or semi-nude 
images.A2012studyrevealeda low prevalence of sexting among 
participants aged 10 to 17 years, with 2.5 percent and 7.1percent of 
predominantly older youth sending and receiving sexts, respectively 
(Madigan, 2018). Several concerns have fuelled the considerable attention 
to the problem of ‘youth sexting’ among the media, parents, 
professionals, educators and law enforcement. One is that youth may be 
creating illegal child pornography, exposing them to possibly serious 
legal sanctions. Another is that youth may be jeopardizing futures by 
putting compromising, ineradicable images online that could be available 
to potential employers, academic institutions and family members 
(Mitchell et al., 2014). Youth sexting can have harmful effects on youth, 
especially when sexts are forwarded without permission. When that 
happens youth fall prey to sexual harassment online. Feelings of anger, 
depression, illness (physical and mental), alienation can arise and can 
lead unfortunately to self-injurious behaviour and suicide. Sexting can 
also cause emotional distress among youth. With these effects in mind the 
age specific information on sexting and its potential consequences should 
regularly be provided as a component of sex education. 
Cyber-Stalking/ Cyber harassment: Cyberstalking is ‘the use of the 
Internet, e-mail and other electronic communication devices to stalk or 
harass another individual, group or organization’. It may include false 
accusations, defamation, slander and libel. It may also include 
monitoring, identity theft, threats, vandalism, solicitation for sex, or 
gathering information that may be used to threaten, embarrass or 
harass.Cyberstalking is the online version of and is often an extension of 
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offline stalking. Cyberstalking ‘entails the same general characteristics as 
traditional stalking, but in being transposed into the virtual environment 
as it is fundamentally transformed’.  Stalking itself is not a new crime, but 
cyberstalking is a new way to commit the crime of stalking while using 
the Internet or other forms of electronic communication devices 
(Paullet&Rota, 2009).The fact that cyberstalking doesn’t involve physical 
contact doesn’t mean it is any less dangerous than ‘real life’ stalking. It’s 
not difficult for an experienced Internet user to find enough of the 
victim’s personal information, such as phone number or place of 
business, to establish his or her physical location Social networking 
websites such as Facebook, Twitter, and LinkedIn, present security issues 
for victims of stalking. A profile on a social network might have personal 
details of a person such as email address, phone number, general (or even 
specific) address information, birthday, legal name, names of family 
members, and even minute-to-minute updates on your location. If a 
victim has a public profile, a stalker could easily access any information 
posted to the social networking account. Even with strong privacy 
settings or a private profile, a stalker might be able to access another 
person’s account. Hacking an account, creating a false profile and sending 
a ‘friend request’ or ‘follow request’ and gaining access to the accounts of 
person’s already-established connections (such as Facebook friends or 
Twitter followers) are few of the ways for a stalker to access a person’s 
account. Cyber-stalking annoys, alarms and emotionally abuses another 
person.  
Cyber-stalking among youth through social networking sites is increasing 
at an alarming rate. Not surprisingly, females are more likely than males 
to be the victims of cyber stalking. The effects of cyber stalking can be 
damaging to a multitude of individuals.  Victims mostly youth can 
experience multiple reactions due to cyber stalking, such as 
powerlessness, shame, feelings of isolation, and anxiety/depression.  
Further, victims may resort to substance abuse to deal with these feelings. 
These negative reactions to the cyber stalking can in turn affect family 
and friends of the victim (Marcum et al., 2014). 
All states have anti-stalking laws, but the legal definitions vary. Some 
state laws require that the perpetrator, to qualify as a stalker, make a 
credible threat of violence against the victim. Others require only that the 
stalker’s conduct constitute an implied threat. While instances of 
cyberstalking have increased over the years, it is still difficult for law 
enforcement to track and prosecute perpetrators. First, victims may not 
report their experiences to law enforcement or similar support agencies. 
Second, since the last recession, many law enforcement officers 
experienced plummeting budgets, loss of personnel, and a lack of 
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training on how to investigate crimes that occur online. Third, the 
majority of anti-stalking laws stipulate that the alleged stalker must make 
a ‘credible threat(s) against the victim or the victim’s immediate family’ to 
be eligible for prosecution. 
Gang Violence: Gang violence means criminal and non-political acts of 
violence committed by a group of people who regularly engage in 
criminal activity against innocent people. The term may also refer to 
physical hostile interactions between two or more gangs. Gangs identify 
themselves with a common name or sign. Youth join gangs for many 
reasons like the need for protection, a desire for money and a search for 
belonging. Gang members now occupy two spaces: the ‘‘streets’’ and the 
internet. A gang presence on social media is described as a form of cyber-
bullying, but the real-world violence precipitated by gang-related online 
threats or communications suggests this may be a different phenomenon 
entirely. While researchers have not settled on a term to describe this 
phenomenon, recent work uses phrases such as ‘‘cyber-banging’’ a term 
often used by the police and ‘‘Internet banging’ (Patton et al., 2013)to 
describe this unique form of computer mediated communication.Gangs 
spend a significant amount of time surfing the Internet, particularly social 
media sites (Décary-Hétu & Morselli, 2011). Youth Gang violence can be 
initiated, aggravated and exhibited online via social networking sites 
such as Facebook, Instagram, twitter etc. Gangs engage in a number of 
online activities including but not limited to posting videos, watching 
videos, announcing activities, inciting dares, making fun of a recent 
homicide or victimization, displaying weapons, and discussing and 
displaying illegal and other substances (Patton et al.,2013). As for the 
online presence of gangs and criminal organizations, Womer and Bunker 
(2010) examined the extent to which the Internet has emerged as a key 
diffusion outlet for street gangs. They assessed the use of social 
networking sites by Mexican narcotics gangs by scanning these sites with 
a keyword search. Their analysis revealed that gangs related to the 
Surenos were using social networking sites to brag about their exploits 
and to broadcast images (Décary-Hétu & Morselli, 2011).Youth gang 
violence through social networking sites impacts the health and welfare 
of the individual, as well as that of his or her family, peers, and 
community.  
Cyber-Suicide/ Cyberbullicide: Another major category of social 
networking-involved youth violence is cyber-suicide. Cyber-suicide is a 
self-directed form of youth violence. Definitions of cyber-suicide vary but 
generally refer to individuals using the Internet to communicate suicidal 
ideation (D.U. Patton et al., 2014).Roughly speaking also called social 
suicide, cybersuicide is a slang term used to describe suicide or suicide 
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attempt that has been influenced by websites on the internet. Suicide is 
the third leading cause of death for youth between the ages of 10-24. 
Cyberbullying and cyber harassment are two prevalent ways to lead to 
pro-suicide behaviour. They augment risk of suicide by amplifying 
feelings of isolation, instability, and hopelessness. Several researches 
reveal that youth communicated suicidal thoughts in direct response to 
negative experiences with personal relationships, substances use, a 
complicated mental health status which may include thoughts of various 
methods of suicide (D.U. Patton et al., 2014).  
 
1.8. Conclusion and Recommendations 
It is an undeniable fact that technological advancement has augmented 
human progress. Viewed in this context, the most popular technological 
innovation of the 21st century is Internet. The contribution of Internet is 
bringing forward the propensity of social networking sites. Social 
networking sites have become an integral part of our lives. It has 
influenced every sphere of life. People of all generations especially youth 
use internet to engage in social networks. Social networking sites have 
become a vital part of the life of today’s youth. These sites Facebook, 
Twitter, Skype, Instagram and WhatsApp have revolutionized the way 
youth interact with each other.   While social networking sites serve 
several useful purposes to youth, it also has the potential for harm. Social 
networking sites have the potential to facilitate violence among youth 
thus acting as a catalyst and trigger for youth violence. As for the 
elements of youth violence cyber-bullying, sexting, cyber-harassment, 
gang violence and self-directed violence may be pointed out. These forms 
of cyber violence increasingly occur in online spaces. Youth violence on 
social networking sites has a negative impact on youth health, academic 
performance and relationships.  
Therefore, it is recommended that attempts should be made to raise 
consciousness toward the potential threat that unconscious and 
uncontrolled use of social networking sites may bring about. 
Governments should focus on increasing cases of cyberbullying and 
cyber-harassment and take stringent actions to check it immediately. 
Students should be made aware about the negative consequences of 
social networking in schools, colleges and universities. Organized teams 
should conduct workshops at school and university level for this 
purpose. Parents should keep a strict vigil on their children and should 
understand the vulnerability of cyber-violence and deal with them in a 
more cordial manner which will help in increasing the chances of 
reporting of cyber-bullying and catching the culprits. Proper training 
programmes should be conducted for the law enforcement bodies so that 
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they became well-equipped and prepared to counter any such case of 
cyber-violence. 
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